
Protecting Your Computer - Details 

In September 2007, we talked about “System Maintenance”, comprising Disk cleanup, Defrag, Registry 
cleaner, Startup programs, and Nasties. This month we will discuss the “Nasties” (malware, viruses, trojan 
horses, worms, adware, spyware) in detail. See Appendix A for the Glossary. 
 
Virus has become the generic term for any malicious program that spreads itself from one computer system 
to another. Accurately speaking, however, there are three broad categories of such software: viruses, worms, 
and Trojan horses. See Appendix A for the Glossary. 
 
Throughout this discussion, we'll be using the term "virus" in a generic sense incorporating true viruses, 
worms, and Trojan horses. 
 
Too many PC users treat security as an event rather than a process. For these users, security software is 
installed, partially configured once, and then never touched again. The problem is that Internet threats are 
constantly changing, so the files and filters you’re using today may not protect you tomorrow. Users that 
seek real protection must take the time to understand their security tools and use them aggressively. 
 
Some of the information in this paper came from “Smart Computing” (a great magazine and computer 
resource) http://www.smartcomputing.com/. 
 
Spyware tests were run by PC World (another great magazine and computer resource) 
http://www.pcworld.com/. 
 
See Appendix A for the Glossary.  (Page 6) 
See Appendix B for signs of an infection.  (Page 8) 
See Appendix C for staying ahead of virus outbreaks.  (Page 9) 
See Appendix D for information on Spam.  (Page 11) 
 
Prevent & Fight Viruses.  
Here are some tips on how to fight viruses.  
 
Watch your downloads. The best way to fight a virus is to not catch it in the first place. You can avoid the 
vast majority of viruses by following one very simple rule: Never open any program file if you are not 100% 
certain what it is. Ever!  
 
That means when you get the email message from YourPalFred that says, "This is the best game I've ever 
seen, you'll love it!" do not open the attached file. Email YourPalFred, or better, call him to see if he really 
sent it and if he knows for certain that the message is safe.  
 
Avoid files that have double extensions. The extension is the part of the file name that comes after the 
period. For example, in the file MapGraphic.jpg, the extension is .JPG(Joint Photographic Experts Group). 
This indicates a common graphic file format that cannot carry a virus. Other file extensions that indicate 
formats unable to carry viruses include .GIF (Graphics Inter-change Format) files and .TXT (plain text). 
Because many people know that these formats are safe from viruses, some virus makers will give their files 
names such as Mypicture.jpg.exe or Information.txt.pif.  
 
 
Without knowing better, you may see the .JPG or .TXT extension and think the file is safe. But those second 
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extensions (.EXE and .PIF) indicate executable files. These are not graphic or text files; they are programs 
and probably viruses.  
 
Then, even when you have every reason to believe that a file is probably safe, don't open it until you've 
checked it out with up-to-date antivirus software.  
 
Have a boot disk ready. A really bad virus can destroy your boot sector, the section on your hard drive that 
allows your computer to start running. Protect yourself by having or making a boot disk. Should you ever 
need that boot disk, you'll be in deeper problems than we can address in this presentation, but you'll find the 
boot disk a lifesaver.  
 
Always run antivirus software.  
If you don't have antivirus software, then stop reading right now and buy some before finishing this article. 
You can buy it online. The two leading antivirus programs are Symantec's Norton AntiVirus ($49.95, 
http://www.symantec.com/nav/nav_9xnt) and McAfee Virusscan ($49.99, http://us.mcafee.com). Norton 
even offers a 60-day free trial. Other options are posted in the sidebar, "Other Antivirus Software." 
Whichever program you select, set it to scan all incoming email and files and to do full scans of your 
computer at least once a week.  
 
It's important to note that just having antivirus software is not enough. It must be up to date. New viruses are 
detected every day, and during times of heavy virus activity, last week's antivirus software is next to 
worthless. That's why antivirus software comes with a subscription for free updates to the catalog of viruses 
the software will detect and defend against. Select the automatic update option and your software will check 
its company's Web server regularly for newly added virus definitions and will install them without any effort 
from you. Most subscriptions are for one year, so be sure to renew when your subscription is up.  
 
Do you have reason to suspect a virus infection? (See Appendix B – Signs of an infection) Then, if you 
already have antivirus software, make sure you have the latest definitions installed and run it right away. If 
you don't have any, both McAfee and Norton let you do an online scan for viruses at no charge. Run either 
scan immediately.  
 
The McAfee free online service is called FreeScan. You'll find it at the bottom of the company's home page 
at http://us.mcafee.com. You will need to register and download an ActiveX control before running the scan.  
 
Norton's version is its Free Online Virus And Security Check. You'll find it at 
http://securityresponse.symantec.com/ under Virus Definitions.  
 
Norton Internet Security 2008 
REVIEW DATE:  09.07.07 
 
BOTTOM LINE: 
Norton Internet Security 2008 remains PC Magazine Editors' Choice for security suites. Its virus/spyware 
scan scored very well on tests, and it cleans up more thoroughly than most. The firewall is tough and 
includes intrusion protection. And the new Identity Safe does a great job of managing personal info and 
passwords. The antispam is a throwaway. 
 
PROS: 
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Virus/spyware scans are accurate and thorough. Top-quality, nonintrusive firewall. New Identity Safe 
manages personal info and passwords. Built-in help system includes live chat. 
 
CONS: 
Spam filter marked too many valid messages as spam. Parental control is rudimentary. 
 
Price: $69.99 Direct 
OS Compatibility: Windows Vista, Windows XP (note that Windows 98 is NOT compatible) 
 
http://www.pcmag.com/article2/0,1895,2186662,00.asp
 
Don't reboot. Do not reboot your computer if you suspect a virus. With some viruses, it's possible for a 
reboot to make the situation worse.  
 
Your best bet, when you detect a virus, is to follow whatever instructions your antivirus software gives you. 
Often, the antivirus software will take care of everything on its own, but the situation can change with each 
new virus. If your software is up to date, it will have the latest available information for you.  
 
You can also find instructions for removing viruses on the McAfee and Norton Web sites. For Norton's 
instructions, go to http://securityresponse.symantec.com/. For McAfee's, go to http://us.mcafee.com 
/virusInfo/default.asp. 
 
How Not To Fight A Virus.  
One of these days, if you haven't already, you'll receive an email message telling you of some dire new virus. 
It probably will tell you not to open email with a certain name because that will activate a virus that will do 
terrible things, and that no antivirus software yet knows how to protect against it. It will tell you that the 
author of the message checked it out with Norton or McAfee or Microsoft or IBM and received verification 
that this tale of horror is true. It will then tell you to forward the email to all of your relatives, friends, 
associates, co-workers, and nodding acquaintances.  
 
Please heed this: That email message will be a hoax. A lie. A total fabrication.  
 
It probably will have been forwarded to you by a well-meaning friend with a note that says something like, "I 
don't know if this is true, but I'm passing it along just in case."  
 
Do not pass it along just in case. There is no in case. In fact, the admonition to "forward this letter to all your 
friends" is virtually always the sign of a hoax, except in the case of certain online petitions, many of which 
are also erroneous. These chain letters actually do harm by flooding servers and mailboxes, which is what the 
hoaxers are after. They are but one step up from viruses themselves.  
 
The worst, ironically, are the messages that have a small basis in fact. These email messages warn recipients 
to search their hard drives for a certain file and delete it immediately because it's a virus. This began not with 
a hoax but with an error. Someone did indeed catch a virus that attached itself to a file of that name. He 
mistakenly thought that the file was the virus and started the email message that spread the misleading 
information across the Internet. The file is a legitimate, although not critical, part of Windows. More and 
more errors crept into the ensuing chain letter as it spread, and a number of people were tricked into deleting 
a file that they might need someday.  
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These email warnings refuse to die. They fade away for a year or two and then start making the rounds again. 
If you get one, ignore it. If you can't help but worry, "What if this one is real?" you can check out the 
Computer Incident Advisory Capability Web site run by the U.S. Department of Energy. It keeps a database 
of hoaxes at http://hoax busters.ciac.org.  
 
In Summary.  
Despite all the hullabaloo about computer viruses, they'll rarely if ever be a real threat to you as long as you 
follow the rules:  
 
• Never download a file until you're 100% sure of its safety  
 
• Keep antivirus software up to date and running at all times  
 
• Do frequent and regular scans of your full system  
 
Then, your biggest problem with viruses will be deleting all the virus-carrying email messages from those 
who failed to be as careful as you. 
 
 
 
Malware. This software includes: Trojans, worms, adware, spyware, and viruses that you might pick up 
while using email, browsing the Web, or installing some software. One of the best-regarded tools for 
removing this software is Lavasoft’s Ad-Aware 
2007 (free; http://www.download.com/Ad-Aware-
2007-Free/3000-8022_4-10045910.html?part=dl-
ad-aware&subj=dl&tag=top5) which removes a 
great deal of malware by providing a mechanism to 
update its definitions, much like an anti-virus 
package.  
 
Ad-aware Free is shown in the graphic to the right. 
There are two other versions of Ad-aware (Plus and 
Pro) that are sold by Lavasoft. This is a comparison 
chart of the three levels of Ad-aware: 
http://www.lavasoftusa.com/download_and_buy/pr
oduct_comparison_chart.php
 
 
 
 
Viruses are another matter. Ad-Aware won’t remove this software; instead, look to specific software 
packages such as Norton AntiVirus ($39.99; www.symantec.com). However, if you’re looking for something 
that won’t cost a monthly fee or for a subscription, consider an open-source alternative such as ClamWin 
(free; www.clamwin.com) or Grisoft’s AVG Antivirus Free Edition (http://free.grisoft.com/doc/download-
free-anti-virus/us/frt/0). The ClamWin regular virus definitions don’t update as frequently as they do for 
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commercial vendors, but it should be enough for most users. The AVG virus definitions are frequently 
updated. 
 
Spybot – Search & Destroy  
(http://www.safer-networking.org/en/index.html) will search 
for spyware and delete it. Spybot is free, but will function 
only if the included ad software is not deleted by Ad-Aware 
(see the above paragraph). Spyware silently tracks your 
surfing behavior to create a marketing profile for you that is 
transmitted without your knowledge to an outside computer 
and sold to advertising companies. Isn’t it ironic that Spybot 
searches for spyware but won’t run unless its own spyware is 
enabled! 
 
 
 
Spyware Doctor 5.0 
(http://www.pctools.com/spyware-doctor/) is the highest 
rated spyware program, as tested by PC World, with a 
rating of 95. Spybot – Search & Destroy had the lowest 
rating, at 59. 
 
The graphic to the right shows that after running Spybot – 
Search & Destroy, Spyware Doctor still found 9 threats and 
229 infections! 
 
 
 
 
Windows Vista Defender 
The free spyware program that comes with Windows Vista fared poorly on the PC World test, with a rating 
of 72. This was the second-worst program, ahead of only Spybot – Search & Destroy. Windows Defender is 
also available for the Windows XP operating system. 
 
This is a summary of test results, as published in the October 2007, issue of PC World: 
 

Software Rating Inactive 
adware 
detected 

Inactive 
spyware 
detected 

Inactive 
rootkits 
detected 

Found 
changes to 

startup folder 

Scan 
time, 

seconds 
PC Tools Spyware Doctor 95 81% 38% 89% Yes 380 

Grisoft AVG Anti-Spyware 81 69% 80% 100% Yes 496 

Webroot SpySweeper 76 26% 10% 44% Yes 132 

Microsoft Windows Defender 72 48% 5% 0% Yes 320 

Safer Networking Spybot 
Search & Destroy 

59 2% 0.4% 0% No 588 
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Some of the information in this paper came from “Smart Computing” (a great magazine and computer 
resource) http://www.smartcomputing.com/. 
 
Spyware tests were run by PC World (another great magazine and computer resource) 
http://www.pcworld.com/. 
 
Consumer Reports has released their recommendations for the best anti spam software, the best anti spyware 
remover, and the best anti virus software. 
 
With respect to Consumer Reports’ best anti spam software recommendation, they recommend Allume’s 
Spamcatcher. According to CR, Spamcatcher “beat others at detecting and blocking spam,” and “is an 
excellent performer and has lots of cool features.” At only $27.00, that’s a pretty cool deal, too.  
 
Unfortunately, the only review on the Amazon site gives it just a one star, but one can assume that is because 
the single reviewer had issues installing it, which presumably Consumer Reports did not. That said, all other 
reviews we found online were positive, and in line with Consumer Reports’. 
 
You can get Allume Spamcatcher at Amazon for only $26.99, with no tax and free shipping. 
Moving on to anti spyware programs, CR recommmends Webroot’s Spy Sweeper. Spy Sweeper, says 
Consumer Reports, does “a great job at detecting spyware” and is “easy to use.” You can get Webroot Spy 
Sweeper from Amazon for $24.99. 
 
Finally, there was a tie for the best anti virus software. According to Consumer Reports, both BitDefender 
($33.99 from Amazon) and ZoneAlarm ($22.99 from Amazon) are excellent, and both “even recognized new 
viruses we created just for our tests.” 
 
You can buy both Bitdefender and ZoneAlarm from Amazon as well, and each qualifies for free shipping. 
All of this information came from the January 2007 issue of Consumer Reports’ new magazine, ShopSmart, 
and is geared towards Windows users. CR also recommends that if you have a Mac, you pick up a copy of 
Norton AntiVirus for Mac. 
 

Appendix A - Glossary 
 
Back doors:  Viruses are frequently used to open other electronic routes into your computer. This allows a 
virus creator to gain access to your computer whenever you are connected to the Internet and use your 
computer for his own purposes, such as sending out viruses or spam. 
 
Defrag:  Improve file access by rearranging data so that whole files are stored in contiguous sectors on a 
hard disk. This makes it quicker for applications to find the files they need and frees up disk space, making 
the computer run more efficiently. 
 
Disk Cleanup:  Calculates the amount of space you can save by emptying the Recycle Bin, deleting 
temporary Internet files, and compressing old files on NTFS drives (when formatted by Win XP). 
 
Keyloggers:. These are programs, delivered by a virus, that record all your keystrokes in a file and then 
periodically email that log to the virus creator without your knowledge. People receiving that log can look 
through it and often extract items, such as your passwords or even credit card information. With that 

 6 of 17 October, 2007   Robert Kuhn 

http://www.smartcomputing.com/
http://www.pcworld.com/
http://www.theinternetpatrol.com/
http://www.theinternetpatrol.com/
http://www.theinternetpatrol.com/
http://www.amazon.com/gp/redirect.html%3FASIN=B000AN01FQ%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000AN01FQ%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.theinternetpatrol.com/
http://www.amazon.com/gp/redirect.html%3FASIN=B000AN01FQ%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000AN01FQ%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000I8UNQ0%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000I8UNQ0%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000I8UNQ0%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000I8UNQ0%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000I8UNQ0%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000I8UNQ0%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000J1H08K%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000J1H08K%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000J1H08K%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000J1H08K%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000HKN4W4%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000HKN4W4%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000HKN4W4%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000HKN4W4%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000J1H08K%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000J1H08K%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B000HKN4W4%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B000HKN4W4%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82
http://www.amazon.com/gp/redirect.html%3FASIN=B0009I5PX0%26tag=dearesq%26lcode=xm2%26cID=2025%26ccmID=165953%26location=/o/ASIN/B0009I5PX0%253FSubscriptionId=0EMV44A9A5YT1RVDGZ82


Protecting Your Computer - Details 

knowledge, they can log onto your ISP as you, using your account to do whatever they wish, from sending 
spam to using costly services. They could use your credit card number to buy things for themselves or sell 
your card information to others. 
 
Malware:  Software designed to destroy, wreak havoc, hide information, and/or disrupt and damage 
computer systems. Also known as “Malicious software”. Types of malware can include viruses, worms, and 
Trojans. In the case of invasion of privacy for the purposes of fraud or the theft of identity, software that 
observes the use of your computer (such as looking for passwords and personal information) is also malware 
(or “spyware”). Virus has become the generic term for any malicious program that spreads itself from one 
computer system to another. Accurately speaking, however, there are three broad categories of such 
software: viruses, worms, and Trojan horses. 
 
Registry cleaner:  A utility program that scans the Windows Registry and looks for outdated and invalid 
entries. Applications often create Registry entries for temporary data and pointers to other files, but never 
delete them. In addition, if folders are manually deleted by the user, Registry entries may point to files that 
do not exist. 
 
Startup programs:  Programs that start when the computer is turned on. 
 
Trojan horses. Unlike viruses and worms, Trojan horses do not necessarily self-replicate, although many of 
them do. These pests pretend to be something beneficial when they are really a means of attacking your 
computer. A Trojan horse may be disguised as a game or utility software, for example. It may actually 
contain what it says it does, but when you go to play the game or use the utility, another part of the program 
will be doing its dirty work. The important thing about Trojan horses is that they cannot automatically spread 
to your computer—you have to actively bring them in and start them running. That makes them easy to 
avoid, if you’re cautious. 
 
Viruses. By strict definition, a computer virus is code that doesn’t function on its own, but attaches itself to 
other, legitimate programs. In this way it resembles a biological virus, which cannot replicate on its own so it 
has to invade a host body’s cell and use that cell’s DNA to reproduce. 
 
When you begin running software infected with a virus, the virus runs along with the program. It then finds 
an uninfected program somewhere on the same system and adds the virus code to it. Now the virus will run 
again when either program executes. 
 
Windows registry:  A directory which stores settings and options for the Microsoft Windows operating 
systems. 
 
Worms. Worms are self-replicating files that don’t need a host program as viruses do. They exploit some 
network security flaw to travel from computer to computer, or sometimes replicate themselves throughout a 
single computer, as well. Once the program is copied to a new site, it seeks out a security hole leading to yet 
another site and copies itself there. Although a worm can contain programming to work any kind of mischief, 
it doesn’t have to do anything at all in order to be a danger. Simply by replicating itself wildly, it can 
overload systems and bring networks to a halt. 
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Appendix B – Signs of an infection 
 
Although viruses now often try to hide, it still pays to be aware of the classic symptoms of infection. Not all 
of these necessarily indicate a virus. You could instead be the victim of a hard drive problem or a Windows 
glitch. Still, whenever you see these signs, you'd do well to take a closer look and check for viruses.  
 
• The amount of free space on your hard drive drops dramatically and suddenly due to virus files copying 
themselves all over your system.  
 
• Your computer runs noticeably more slowly, especially after opening a new file or starting a new program, 
and continues to run sluggishly even after you have closed that file or program and rebooted your computer.  
 
• Your computer takes longer to load after you turn it on, even though you haven't made any significant 
changes to your system.  
 
• Windows refuses to start, but you haven't made a single change to it or your system.  
 
• Windows won't start and an error message tells you that it's because certain important files are missing.  
 
• Software that always ran without trouble starts frequently freezing up, and the program continues to freeze 
even after you uninstall and reinstall it.  
 
• The size of some program files suddenly and dramatically increase even though you haven't modify them in 
any way.  
 
• Windows Task Manager refuses to run.  
 
• You get frequent "Out of Memory" error messages, even though you know you have sufficient memory for 
everything you're doing.  
 
• Your antivirus program is suddenly disabled or will not load.  
 
• Unfamiliar icons appear on your Desktop, even though you haven't installed any new software  
 
• Unfamiliar messages or dialog boxes pop up (other than legitimate error messages), especially if they're 
unrelated to programs you're running or if they ask for confidential information such as passwords.  
 
• Your modem shows excessive activity even when you aren't working online.  
 
• Several serious hard drive errors appear when a disk scanning utility, such as Scandisk, runs.  
 
• Your computer plays music or sound effects that are unrelated to programs you're using.  
 
• Your computer often freezes when you turn it on, coming to a halt before the Desktop loads fully.  
 
• Windows spontaneously starts from time to time.  
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• Software begins to disappear from your computer even though you have not uninstalled it.  
 
Some possibly important indicators deserve special attention because they can be deceptive:  
 
• You get a notice from a system administrator, postmaster, or virus scanning service saying that a file you 
sent by email was infected with a virus, but you know you didn't send the file.  
 
• You hear from friends and associates that they've received email from you that you never sent—especially 
if a file is attached.  
 
 

Appendix C – Stay Ahead of Virus Outbreaks 
 
Information from the May, 2006, issue of Smart Computing    http://www.smartcomputing.com/. 

Stay Current - Use Windows XP’s Automatic Updates feature to install patches for the OS (operating system) 
and other Microsoft applications. 

Most Internet attacks succeed because the attack exploits 
vulnerabilities in the OS (operating system) or other programs that 
communicate over the Internet, including email clients and Web 
browsers. Software developers will usually identify and correct 
vulnerabilities in a matter of days, but you must make the effort to 
check their sites for any necessary patches. In most cases, developers 
will post downloadable patches on their technical support Web pages.  
Windows XP includes a Windows Update feature that checks for 
patches. Simply click Start, All Programs, and Windows Update. 
When its site opens, it will check your system and present any 
relevant patches it thinks you should download. It’s a good idea to r
Windows Update at least once every month, and broadband Inter
users also can opt to automatically run it.  
 
To configure Automatic Updates, click Start, Control Panel, Security 

Center, and Automatic Updates. When the Automatic Updates dialog box opens, select the Automatic radio 
button and choose a designated time frame for the updates. If you want to decide whether to install (or even 
download) the updates, review the radio buttons below the Automatic option. Remember to click Apply and 
OK to save any changes.  

un 
net 

 
 
 
 
 
 
  

 
Update Virus, Spam & Intrusion Signatures - Software such as Symantec’s Norton Internet Security can 
present its users with comprehensive security details at a glance. 
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Virtually all security software works through a process called 
pattern matching. For example, antivirus software checks for 
viruses by comparing email, downloads, and other file contents 
against the signatures of known virus code. Intrusion detection 
software guards against intruders by checking incoming 
network traffic against known attack behaviors. Consequently, 
it’s critical to keep your security software updated with the very 
latest signature files.  
 
Security tools are typically configured to check for updates 

automatically, but they also often provide a manual option that allows you to check for updates on demand; 
Norton Internet Security from Symantec calls this feature Live Update.  
 
It’s a good idea to check the status of your security software on a weekly basis because its tools will often 
provide detailed information about the latest system scan and the most recent signature updates. Again, 
broadband Internet users can usually rely on automatic updates for most security applications, but dial-up 
users should run the update wizard on a weekly basis to gather and install any relevant signature updates.  
 
Update Passwords, Lists & Filters - Use your firewall to check for unidentified or unwanted programs, and 
prevent those types of programs from communicating via the Internet. 
 

 
Remember that signature updates are typically subscription-based. 
When a year goes by after installing the program, the period for 
additional updates probably has expired, and you’ll need to renew 
your subscription or purchase and install new security software to 
protect your system against new or emerging threats. So, when you 
check the status of your security software, be sure to keep an eye on 
the renewal date, as well.  
 
Passwords are critical for PC security: They prevent unauthorized 
users from accessing your computer, restricted files, and online 
accounts. Conscientious PC users make it a point to select strong 
passwords (using a mix of letters, numbers, and allowed characters) 
and change their vital passwords on a regular basis. For example, you 

should change your logon password and online banking/bill-paying passwords every 30 to 90 days.  
 
Your security software also maintains numerous lists and filters in order to allow or block specific items. The 
firewall software list is one such resource. Open your firewall at least once every 30 days to check the list of 
programs that are communicating to and from your system across the Internet. Many of these programs are 
easily recognizable (such as Microsoft Outlook), but some may be very nebulous. To identify any unknown 
programs, it’s a good idea to check various credible sites, such as the security software developer’s site. 
Unidentified programs may indicate that spyware is operating on your system, so change your firewall’s list 
to prevent that module from communicating. (You can always re-enable the module later if necessary.)  
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Exclusions should be treated as temporary items and reviewed periodically. 

Two other important filters relate to the exclusions you want to 
employ to bypass the spyware/adware and intrusion detection 
categories. Security software normally makes judgments about 
spyware/adware and intrusion behaviors and blocks suspicious 
activity without any intervention on your part. However, security 
software isn’t always 100% accurate, and occasional false 
positives can prevent you from accessing certain desirable sites or 
Web addresses and vice versa. To prevent false positives, security 
software permits the use of exclusions to allow contact with 
specific sites or addresses whose behaviors might otherwise be 
blocked.  

 
For example, you can prevent Norton Internet Security’s intrusion detection feature from blocking specific 
sites by selecting Intrusion Detection from the main menu, clicking Configure, selecting the AutoBlock tab, 
and clicking Exclusions. To add a computer to the exclusion list (so the software won’t block it), just click 
the Add button and enter the IP (Internet Protocol) address (or range) you want to place in the exclusion list.  
 
The problem with exclusions is that they’re often left in place forever, and that reflects a poor security 
policy. Instead, users should review each filter and exclusion list every 90 days and remove any old or 
unused entries. 
 
by Stephen J. Bigelow (Smart Computing) 

 
Appendix D – Spam 

 
How serious is the growing spam problem?  
 
Point: Experts now estimate that more than 50% of all email is spam.  
 
Point: The Federal government recently passed the CAN-SPAM Act to legislate against the distribution of 
pornographic spam.  
 
Point: ISPs are monitoring their customers more closely to stop spam emanating from inside their own 
networks.  
 
Point: In Japan, the spam problem is rapidly spreading to mobile phones via spam text messages.  
 
Point: The United Nations has announced that it will attempt to pass standard legislation that makes it easier 
to prosecute spammers globally.  
 
Considering all of this, as well as many of the news reports you read and hear about daily, it's apparent that 
spam has become an epidemic. So, without further ado, here's our practical advice on how to combat 
common spam problems.  
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My ISP cut off my service because it claimed I was spamming people, but I'm not a spammer. Why 
are they accusing me of spamming?  
 
Your computer has probably become infected with a virus that has turned it into a spam zombie, a computer 
with a broadband connection that someone has hijacked and is using to send spam. Global estimates of the 
number of spam zombies range from hundreds of thousands to millions of computers.  
 
ASTA (Anti-Spam Technical Alliance), which includes AOL, EarthLink, Yahoo!, and Microsoft, estimates 
that 40% of all spam originates from spam zombies. That's why ISPs such as Comcast are getting tough, 
cutting off customers who don't take adequate actions to prevent their computer from becoming a spam 
zombie. Comcast has reported a 35% decrease in the amount of spam traversing its network since 
implementing this policy.  
 
Who is taking over your computer? Sometimes it is a spammer who has the expertise to write malicious 
code. In other cases, some experts believe that virus writers try to build a surreptitious network of unwitting, 
infected zombie computers and sell that information to spammers.  
 
 
Now that my ISP has discontinued my service because it believes I am a spammer, how do I purge the 
malware that turned my computer into a spam zombie?  
 
Here's the catch: In order to eradicate the malware, you are going to need to convince your ISP to reconnect 
your service because you'll need Internet access to remove the virus and protect your computer against future 
takeovers.  
 
Once you have your service re-established, install and update antivirus software. Run a complete scan of 
your hard drive to identify the virus that has infected your computer. Then, go to your antivirus software 
vendor's Web site to obtain the instructions you need to remove the virus from your computer.  
 
Next, install a good firewall on your computer. The free firewall that comes with Windows XP is not 
adequate because it doesn't monitor outbound communications from your computer. We suggest that you try 
ZoneAlarm, a free firewall from Zone Labs (www.zonelabs.com). The newest version of ZoneAlarm alerts 
you if your computer attempts to send a message to more than 50 people because it's a sign that your 
computer might be a spam zombie. (Don't worry; you can allow such a message to proceed if it is 
legitimate.)  
 
Next, go to Windows Update (www.windowsupdate.com) to download and install the latest critical security 
updates for your computer.  
 
Finally, if you use WinXP or Windows Me (automatic updates aren't available in Windows 98), you can 
make sure your computer is set to receive automatic notifications about future critical updates from 
Microsoft. From WinXP's Start menu, click Control Panel, System (in the Performance And Maintenance 
category), Automatic Updates, and select Keep My Computer Up To Date (if applicable on your WinXP 
system). Then, select Notify Me Before Downloading Any Updates And Notify Me Again Before Installing 
Them On My Computer and click OK. In WinMe, you'll find a similar option for this feature by opening the 
Control Panel and double-clicking the Automatic Updates icon. In either case, we don't recommend selecting 
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the option that lets your system automatically download updates and install them because it's generally a 
good idea to back up your hard drive before installing any update, especially a Windows critical update, just 
in case the update itself creates problems.  
 
 
I just got a new email address because I changed ISPs. How do I keep my new address spam-free?  
 
The trick to keeping your email address spam-free is to keep it a closely guarded secret. If your email 
address is for personal use, there are several things you can do.  
 
Get a few disposable email addresses by signing up for free Hotmail, Yahoo!, and Gmail accounts. Whenever 
you are required to provide an email address on a Web form, use one of these disposable addresses. Our 
experience has been that even when we specifically elect not to receive promotional email from Web-based 
companies, some of these companies ignore our request and inundate us with spam. And even though a 
company has a privacy policy that states it won't sell your email address, you can't be sure a company is 
following that policy. You also can't be sure that the company's customer list won't be stolen, as was recently 
the case with AOL.  
 
There are certain exceptions to this rule. For example, use your primary email address for a PayPal account 
or brokerage account so as not to miss critical communications.  
 
Don't give your primary email address to people who don't follow proper email etiquette. Proper etiquette 
requires that distribution lists be entered in the Bcc (blind carbon copy) field. This hides email addresses 
from other people on the sender's distribution list. We know of one well-known security consultant who sent 
out an email to his clients without hiding the distribution list. The email, which included the email addresses 
of a number of celebrities, was then forwarded around the Internet.  
 
Never post your primary email address anywhere on the Web. Spammers have software called spambots that 
harvest email addresses off of Web sites. The instant your email address appears anywhere online, you will 
become a target of spammers.  
 
Never open a suspected spam message or respond to spam, even if it's just to unsubscribe from a mailing 
list. If you respond to a spam message, all you are doing is confirming that the spammer has found a valid 
email address. Even if you just open the message, you may be vulnerable because many spam messages now 
contain spam beacons, which are embedded code that automatically send the recipient's email address back 
to the spammer when the recipient opens the message, thereby helping the spammer refine his mailing list.  
 
 
My ISP has a spam filter on its mail server, but it isn't 100% effective. What can I do to get rid of the 
rest of the spam?  
 
Today, most ISPs install server-side antispam software on their mail servers. Interestingly, ISPs use antispam 
applications not so much to benefit their customers as to benefit themselves because these applications 
reduce the flow of email transmitting through the ISPs' servers.  
 
Server-side software is designed to avoid false positives (messages incorrectly classified as spam) so it 
doesn't halt the delivery of legitimate email to your PC. Unfortunately, tools that are 100% accurate (no false 
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positives) are less than 100% effective in catching spam, and that's why you are still receiving spam. Our 
experience indicates that server-side software is about 80% effective.  
 
If your ISP's server-side software is letting too much spam reach your inbox, you might consider augmenting 
it with client-side software on your PC. Client-side software can achieve 100% effectiveness through the use 
of whitelists. A whitelist only lets email from an approved list of senders reach your inbox.  
 
The problem with whitelists is that they yield false positives because they interpret email from new, 
legitimate correspondents (who aren't on your whitelist) as spam. For this reason, the more robust client-side 
antispam applications let users define filters that reduce false positives. For example, if you receive email 
from dozens of employees at HP, you can define a filter that allows all email from the domain "hp.com" to 
reach your inbox, regardless of whether the sender is on your approved list.  
 
 
What client-side antispam products should I consider?  
 
There are at least 10 client-side antispam products on the market today. Two of the more popular products 
are Qurb from Qurb Inc. ($29.95; www.qurb.com) and ChoiceMail One from DigiPortal Software ($39.95; 
www.digiportal.com).  
 
Elegant in its simplicity, Qurb is an excellent solution for Microsoft Outlook and Outlook Express users. 
(Qurb doesn't currently work with other email clients.) When you install Qurb, it automatically creates your 
whitelist by scanning your address book and email folders for email addresses. Therefore, it's imperative that 
you delete any spam prior to installing Qurb, or it will add the spammer's email address to your whitelist.  
 
Qurb seamlessly integrates with Microsoft Outlook and Outlook Express. Qurb automatically creates a 
quarantine email folder and routes all messages from unapproved senders to this folder. In addition, Qurb 
automatically alerts you when there are new messages to review. Quarantined email is automatically retained 
for a user-specified number of days.  
 
If you are using another email client, such as Eudora, or a Web-based email service, such as AOL, Hotmail, 
or Yahoo!, or if you just want to use a product that lets you define filters that reduce false positives, consider 
using ChoiceMail One. ChoiceMail One is a more sophisticated product than Qurb, as evidenced by its well-
written, 116-page users manual.  
 
ChoiceMail One doesn't integrate with any email clients. Rather, it resides on your PC working as a 
middleman between your ISP's mail server and your local email application. This means that you must log 
on to ChoiceMail One to review your quarantine messages, approve senders, and customize the application. 
Although some people may not want their antispam software to integrate with their email application, we 
view this as an inconvenience.  
 
If you are using ChoiceMail One with a Web-based email service, you also must use a local email 
application. ChoiceMail retrieves email from your Web-based email service, processes it, and allows 
messages from approved senders to be delivered to your local email application.  
 
Some fraudulent email tries to get you to reveal critical financial information to the spammer. The embedded 
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link takes you to a phony eBay Web page and asks for your eBay username and password, as well as a credit 
card number and checking account number. 

I often receive email messages from PayPal, eBay, Citibank, and other companies telling me that there 
is a problem with my account and asking me to confirm confidential financial information, such as 
usernames, passwords, checking account numbers, and credit card numbers. Are these messages 
legitimate?  
 
These email messages are never valid. No legitimate company will ever send you an email asking you to 
confirm confidential financial information.  
 
These deceptive email messages represent the fastest growing and most dangerous type of scam on the Web: 
a spamming practice called phishing (pronounced fishing). In phishing, the phisher sends out thousands of 
email messages, hoping to entice a few people to take the bait and provide the requested financial 
information, which is then funneled directly back to the phisher.  
 
Using a practice known as spoofing, phishers craft emails that appear to come from legitimate companies. 
Such emails often contain forms asking for confidential financial information or links to forged Web pages 
that appear to be part of the company's official Web site. The forged Web page asks you to provide the 
confidential information. Some of the senders of these email messages are so audacious and clever that they 
even include warnings about such malicious email messages in an attempt to give their own messages more 
credibility.  

How can I avoid becoming a phishing victim?  
 
Never provide confidential financial information in response to an email or click a link embedded in a 
suspected spam message. Note that simply clicking the link could trigger the automatic installation of a 
keystroke logger (software that captures your confidential information by recording each key you type and 
transmitting this information to a third party via the Internet).  
 
Citibank is one of the biggest targets of phishers. The embedded link in this email spoof takes you to a very 
cleverly designed but forged Web site—even the URL of the forged Web site looks legitimate, but don't let 
that fool you because it's not part of Citibank's site. The real URL leading to Citibank's home page is 
www.citibank.com/us/index.htm; the embedded link takes you to www.citi.com/domain/index.htm instead. 
How do I report phishing scams to protect others?  
 
The best thing to do is forward the email to the security center of the business that is being spoofed. PayPal, 
eBay, and Citigroup (parent company of Citibank) are three of the most frequently spoofed companies. 
Report PayPal spoofs to spoof@paypal.com, eBay spoofs to spoof@ebay.com, and Citigroup spoofs to 
emailspoof@citigroup.com.  
 
To assist the authorities in tracking down a phisher, you should cut and paste the full email headers into the 
forwarded message. You are already familiar with a few email headers, such as the From, To, Date, and 
Subject lines on email messages you receive. However, there is a lot more email header information that is 
hidden by most email applications because the information is not normally of concern to the recipient. You 
can display this hidden information very easily. To obtain straightforward, visual instructions for displaying 
email headers in 16 different email applications, visit SpamCop at www.spamcop.com/help_with_headers. 
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By sending the email headers along with the spoof message, you will help the authorities track the path that 
the email took across the Internet, which will in turn help track down the phisher.  
 
You also should forward the email (along with the headers) to the FTC (Federal Trade Commission) at 
uce@ftc.com, and file a complaint online with the FTC at  
http://www.consumer.gov/idtheft or contact the FTC's identity theft hotline at (877) 438-4338 
(877/IDTHEFT). If you use the hotline, select option 4 and, believe it or not, you will be connected almost 
immediately with a real, live human being.  
 
I've been the victim of a phishing scam. What should I do?  
 
First, stop hyperventilating. The good news is that Regulation E of the Federal Reserve System protects you 
from losses from unauthorized electronic fund transfers. (Interestingly, the commercials you see on 
television regarding identity theft protection services are all hype; this regulation already protects your 
interests.)  
 
If you've provided a phisher with a password, immediately change the password to the compromised 
account. If you've given your checking account number to a phisher, tell your bank about the problem so you 
can close your account immediately and open a new one. If you've given your credit card number to a 
phisher, call your credit card company, explain the situation, and get new cards issued with a different 
number.  
 
Report the scam to the company that was spoofed and to the FTC using the information we provided in the 
previous paragraph. For more information, see BankersOnline.com at www.bankersonline.com/regs/205/205-
11.html for help resolving identity theft and other issues with your financial institutions.  
 
A phony eBay page can ask for your critical financial information. Note where the true URL of the Web 
page is from. It could be from any country. 

A spammer is using my email address as a return address on his spam. I know this because all of the 
undeliverable spam is being returned to me, even though I didn't send the messages. Also, angry 
recipients are contacting me. What can I do?  
 
You are the victim of a spamming practice known as a Joe Job, a huge spam launch in which the spammer 
uses your email address in the Reply To email header to make it appear as if the spam originated from you. 
Because a Joe Job is a form of identity theft, you should report it to the FTC just as you would a phishing 
scam (see the previous two questions for more information).  
 
If you have a Web site, post disclaimers on the site noting that your email address has been the victim of a 
Joe Job.  
 
Recently, the federal government was successful in prosecuting a spammer accused of sending 8 million Joe 
Job spam messages. The so-called Buffalo Spammer was sentenced to three and a half to seven years in 
prison in May 2004.  
 
In case you were wondering, the term "Joe Job" originated in 1997 and was coined to describe a plot against 
Joe Doll, a provider of free Web pages. Doll terminated a user's account because the user was spamming 
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people to promote his own Web page. In retaliation, the user launched a massive spam campaign using Doll's 
email address as the Reply To address in the email header. The recipients of the spam were so angered that 
they in turn launched a massive DoS (denial of service) attack against Doll's Web site because they believed 
(incorrectly) that Doll had launched the spam campaign. The DoS attack disabled Doll's Web site for 10 days.  

Where can I learn more about phishing, spoofing, and identity theft?  
 
The FTC provides a wealth of useful information at www.consumer.gov/  
idtheft/consumertopics_bk.html.  
 
 
Spam Wars  
 
Antispam legislation and a few high-profile prosecutions aside, it's very clear that the spam problem is 
getting worse each year. The war on spam has all of the characteristics of an arms race; as one side races to 
develop a new weapon to unleash or block spam, the other side races to develop a countermeasure.  
 
Microsoft, EarthLink, Yahoo!, and AOL are developing something similar to caller ID that's called sender 
ID. This type of service will delete any email for which the sender cannot be authenticated. Meanwhile, 
spammers are no doubt working on technology to fool sender authentication.  
 
In addition, the FTC is considering a bounty-hunting system that would provide a bounty hunter with a 
percentage of whatever the FTC is able to collect in judgment against a spammer.  
 
The wars wage on.  
 
by Alan Luber  (Smart Computing) 
 
 
Some of the information in this paper came from “Smart Computing” (a great magazine and computer 
resource) http://www.smartcomputing.com/. 
 
Spyware tests were run by PC World (another great magazine and computer resource) 
http://www.pcworld.com/. 
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